NetOp® Netfilter
e

Copyright © 1981-2006 Danware Data A/S. All Rights
Reserved.

Portions used under license from third parties.
Printed in Denmark

Document Revision: 2006100

Please send any comments to:

Danware Data A/S

Bregnerodvej 127

DK-3460 Birkerod

Denmark

Fax: Int +45 45 90 25 26

E-mail: info@netop.com

Internet:http://netfilter.netop.com

"H$ % &'(

)

*+v



NetOp® Netfilter

©

| 0& $$33$3$$$SSPSSISSSSSSSSSSSSISSSS

( & /
$ / $$SSSSSSPSSSSSSSSSSSSEHHHHIITHASSE ©  && /
$ 1 12 1 $PPPSESISSSIIESSSSSIBESS # (&' 0 ; ( 60
$ / L7 $$35SBSSSSESSSSSS$5$6B5S 3 &' 0 (&'
$# / ESSPSESSPSESSS $ ) $
#$ 0l " 1" $38$$ 5 &' && 0
# 4 $SESPPSESSSIESSSSSSSSSEEEEEEEBEEEFSES b&]
# " 0' $$$$SES5$S & &' 0& 0 0&"
## 5 - 5 &$SSSSPEESSIEESSPSs56666865s O & < 5 0 ; 6
#$53 5 * 6 5 &$SPSESSSISSSSSSSSSSTHHHHRRBSSSS 00’ & "%
#$) 5 1 & 5 &S$$ESSSSSESSSSSSSSSIHBHHRRIS
#5 5 0" &05 &$SSPSEESSPEESSPESSo56EEeEsss & O &
#$7 5'1& 0 $$$$SSSSPSESSSSSSSSSSHBRHHHISISSS && / " (
#$8 && 9% " SISIISEESIIIISSSEEEESESS & (
3 ' &:0 10 $3$SS$EE$S 7 ' && /
)$ $SSSSSSSSPISEESSSSSEES 7 &0 $ /
)$ S SSSSSHSSS $ 7 && 0
)$ " $$$$SSSSSSSSSSSSSSSHUMBSS 8 /I & ( 0&0 & $
$ 5 ( $SSSSSSSSPSSSSSS SIS THBHIRBISS / & (& . &
7$ T & PSS BSSSIBSSSS SIS SSSSSSSSS .
> &' 00 &
? o" '
/ 0 & "
" @ &A
5 & 0" &0 &
& ' 0 6
& " 0% /
&
N 0$
o' & &
& & '
" $/ &
&
0 $

"H$ % &'(

)

*_'_Y -



NetOp® Netfilter
e

>55*

0% 00

0&0%

"HE % & '(

)

N L.



NetOp® Netfilter

e
& "
5 ( &0
) " 0 &0
$5 o ( 0
0 & & (O & $
" % ( > *
#$%&' #$+
7 8 3
HHH
8
, * & 0 = 08
0 2 ' 0 0 ("
{ 0 0
0%
# (0 '
& & $/ ‘( & &
& ( )I$5 "
& ( ( 0
& 0 ($
/ (O ;
" & 0 & '
" "$5 & -
& (& 0 0 6 "
& & 0 (0 (
"%
/ & & ' (00
" 2
"t (0 "0 0
/ & & ( &'
& ' #$
/ ' 0&
0 $5 & & (O &
&" 00 7 >E "
0%
( & >55* 6
& 0$5 & 00& &
& & &
( =
& / ,6 30
& " " & 3
& 0 0 E
) O

5 & & =
& DO 8, 53 0F*$
5 &
&0 10"
DO & 0 $/
' & & &; 5 !
DO 0O; @ ! DO FFA O
0( & & & $
5 ' 0
&
( & O
0 "& 0
&3
50 5% & E

( &" &  #8%/
00 $$ #8 0

& ‘& & (& O
o '&
0& (0 & #$
& & 0
E 0( 6'0
& 0& & 0 &&
I $/ ( &" &
( & 00/ 6 0
‘& & (" 0
5 & - 3%
! & 0 / 6
0 ( &¢& !/ 6
( $/ & 0& &
( :
0& & $5 "
/ " & & &
/%

" % &'( ) *43 - .



NetOp® Netfilter
e

T3 NetOp Netfilter Test
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o

Test NetOp Metfilter using Internet E xplorer

=10l /

Netfilter Test

‘f'ou can uge thig program to verify that the NetQp Netfiter proxy has been comectly
installed and iz running. Internet Explorer will be configured to uge the proxy specified
below.

Pleaze start Internet Explorer uzing the button below and surf a little to verify that the
MetDp Metfilker pro=y is working correctly. When you exit this program, the original
prosy settings for Intermet Explorer will be restared.

Local Area Hetwork [LAN] Settings

—Aukomatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration,

™ auktomatically detect settings

™ Use aukomatic configuration script

Address Ilocalhost Part 3128 Addliess I
—Proxy server
| Start Internet Explarer i ¥ Use a prosxy server
Address: IIocthost Port: | 3128 Advanced. ., |
5 $ ™ EBypass provy server for local addresses
" & ( 0 ’TI Cancel |
6 " 00 '& '
'& 00 / C 6%
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Netfilter Configuration Tool

NetOp® Netfilter
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Choose NetOp Metfilter configuration mode

This pragram can be used to enable fitering on the computers on pour netwark. [t is intended to be used on
networks ot using automatic proxy configuration. If pou use automatic prosy configuration on pour network,
please consult the documentation for more information.

If you need to configure a set of computers that share a single logon script and you only need to support
Internet Explorer, performing a minimal installation will be the most convenient approach.

A full installation includes suppart for Internet Explorer, Mozila, Netscape. and Opera. If you choose to
perform a full ingtallation, a setup program is produced that must be run on each computer.

& Fulinstallation using s=tup progiané

Mode selection
|7 = Minimal installation using registry script

[anyware [atab/E

<< Back Next »> |
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Configure user interface for Interet Explorer and Windows

® o
Netop Netfilter Metfilter Confi gura tion Tool Ta prevent the: user from disabling filtering for Intemet Explorer through the: user interface, prosy-related user
interface companents in the [ntermet Settings Control Panel can be disabled. The settings for Internet
Explorer can also be changed using the registy editors included with the operating system. unless they are
disabled.
Specify the address and port of the HetOp Metfilter server
The addiess can be specified a5 a name or an P addiess. The default port number used by the MetOp
Netfilter server is 3128, Intemet Explorer / Windaws setting:
Mote: ‘Bypass server for local addresses’ only applies to Intemet Explorer and Opera. ¥ Modify settings

[¥ Disable uger interface for modifving prasy settings far Intermet Explarer:

Server
e IDfDK.'r‘ Part: I31 28 [~ Disable registy editors
W El e e e s [~ Users must login with valid user names [Windows 3u/ME)
I~ Bypass Netfilter for Hotmail addresses [required for Hotmail access from Outlook),
Danware Datab/s
Do not use Metfilter for addresses beginning with:
I <¢ Back Nest > |
Use semicolons [ ;) to separate entries.
[ anyware [ata s /& 7 S / & 1 & $

<< Back Next > |
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gelﬂp" Netfilter Netfilter Configuration Tool

Create a setup disk with the provided configuration

A et of setup files will be created at the location specified below. The location may be a floppy drive, but it
can be any location that is convenient to you, e.0. a netwaork drive that is accessible from the computers
that you wish ta install the filker on. I pou specifiy a folder that does not exist, it will be created. After
entering location and platform, choose Create to create the setup files.

‘when the setup disk has been created, execute CLISETUP.EXE on the disk as Administrator on each
computer to enable filering|

I R
o
o

EO0(&O( $/ &
( 00 >
&& "( (%

Setup file:
Losalion [onetterreg Browse =
[ V1720017 =] e | NetOp® Netfilter .5t Configuration Tool
[ anyware [ata s /& e

<< Back Exit |

0&0

Specify the addiess and poit of the HetOp Netfilter server

The addiess can be specified a3 a name or an IP address. The default port number used by the NetOp
Metfilter server is 3128,

Mote: 'Bypass server for local addresses’ only applies to Intemnet Explorer and Opera.

Server

Address: Iprnxy Port: |31 28

I~ Bypass Metfilter for local addiesses
I Bypass Netfilter for Hotmail addresses [required for Hotmail sceess from Outlook)

Da not use Metfilter for addresses beginning with:

Usge semicolons [ ; ] o separate entries.

Danware Datab/s

<< Back Next »> |
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Netfilter Configuration Tool

Configure user interface for Internet Explorer and Windows
To prevent the user from disabling filtering for Intemet Explorer through the user interface, proxy-related user

interface companents in the [ntermet Settings Control Panel can be disabled. The settings for Internet ( & 0
Explorer can also be changed using the registy editors included with the operating system, unless they are

disablect 0& 0:$ 5
& & &
Itemet Explorer / Windows setting & $5 & & &'

[V Modify settings 41 5:*$ F, 0 ;' (

[¥ Disable user interface for modifying prosy settings for Intermet Explorer & ' $

[ Disable registy editors
0 DO 5 0 F*

ans$F, o ( 0'

"%

[~ Users must login with valid user names [Windows I=E]

[ anyware [ata s /&

<< Back.
. | ansUsF, :
1 & / 6 o0D0$ G H & %5 & (
EO : &
$$ & ( (
Ll N o "

NetOp® Netfilter : . . '"DO 5 F*$5
Py Netfilter Configuration Tool 41 5% F & ' (

Configure tray icon & i &
Choose whether a tray icon should be displayed.

IF you do not want the uzers to know that their biaffic is being monitored, you should dizable the tray icon,

* - IL L L
$6

5 AN 5*$F, " (
' G H$5 ' ( &(O0
Trapicon G" H 0 &$

I Disable tray icon

Danyware Hata b /E Th Configuration tool =10 x|

<< Back. -
gelﬂp" Netfilter Netfilter Configuration Tool

Create a setup disk with the provided configuration

A set of setup files will be created at the location specified below. The location may be a floppy drive, but it

6 - & can be any location that is convenient to you, 0. a netwark drive that is accessible from the computers
that you wish to install the filker on. I pou specifiy a folder that does not exist, it will be created. After
& ( O & " O & mn O entering location and platform, choose Create to create the setup files.
‘when the setup disk has been created, execute CLISETUP.EXE on the disk as Administrator on each
& / & computer to enable filtering,

,\
m
o
&+

D & & n ( Setup file:
& 0 ' 0 0& Location ~[a* Bronse..
0: Wirdows NT 72000747 2] e

Danware Datab/s

' & $ << Back Exit |

LS % &'( ) R



NetOp® Netfilter

5 & (& O
: 0 &
& & $
o0&( 0" ! "=
/
0
0 & ( &
$ / ( Y
o ' &'
» ( 0
'& $/ & o [*
00 "0 : (
.
.1
D 0 0
0 - 3 $/
0 /00 .o (
& 0 (
o} $
/ 0 ( 0
" 00 7$%$% &
& &'
0 ( 0 & (
& 0% /* 00
"0 0$ 5 (
& ( & 0
(' & 0 $/
& ‘(0 0
0% > & o'
0& (0 & #$3%%$

NetOp® Neftfilter
]

Administrator login

You need to login befare you can
view or modify the settings. Enter
your username and password

belaw, and click the login-button,

wmware
ymare

Rernote server address:
|127 I o I o Il_ 9600

Adrninistrator username:

4

adrmin

Administratar password:

Metop Metfiker
This praduct is licensed to:

(= LOGIN
¥ Advanced Forgot login?
- 14 8
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S, (0w B0E

T Y
e O Q 8
Load Save Piint Back Nert

—iolx|

History
Search iz logs | Search DB logs|
Filter settings
) &] Report funktions Done
Select one of the categories to SEEmth = Pomoarash
X 5 cpats
view or change the settings. — 76 Bytes to scan eI
0 — Start date  End date 76 Bytes scanned = -
Filter Prozy Statistics Advance ,—_,ZW"M6 = ,—_,ZW‘,ZHD6 = e ———
1 Log files to scan Tllegal act.
I~ Only treffic between 1 Scanned log files o
oo | s o s
00:00:00 Time elapsed T
0Omin(s) Estimated time remaining
System Status H&SEARCH LOG View by category il e sseansions
[l caregories [~ 0 Scanned entries User defined URLS
(2) Wersion 4.3.0.0 T, Service started: View by Fiter verdt . hi - e
. Updated: 19-01-2006 { 0} 1®31-27-01-2006 P = 0 Entries matching criteria Shade
L P
o¥
Metfilter Filtering Seruer: 12 Bytes processed: [ Whers the LRL contzins View log report >>
E'EE_' umware | 3128 Workload o bytes
oJes Filtering enabled [ Grab URL froma log
Segment Results:
Internet Accass Prawy: 0 total hits
disabled 0 blocked
Status A URLs 4 Categories 4 PEP A Chat A Sensitivity A Setup A ACL Scan log Stop legscen
oone (2 rozsms osse y
T NetOp Log Yiewer =101 x|
= €
’ load  Save Pt Back i Histow
Search fie logs | Search D lngs | =
5 ( / ' ( ' ] Report funktions R Netfilter lrafficsAnalyzer:
4 ’ 5
0 $ & Seach | Reparts | Netop Ttetng lechnology
( Statdate  Enddate 2701-2006
) ( 0 " ‘( poawEoaasE ||| ovepyview oF visiTep sTes
I Only traffic between
' Joo:oa | [ess
& '& 0 Parameters for this log extract;
"
& 0 O View by category Date: 27.01-2006 to 27-01-2006
Al categories | Time: 00:00 ta 23:59
/ 6%/ ( View by fiker verdit Verdct 2
[l traffic - Category: all
& 0 & I Wihere the URL contains R &)
' n
0 & 0 ( — u
' Tyee |uRL [pete |
0 ( O e —
n n 0 G — e sExCom! 270120
< | >
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Filter settings

add and remove URLs in the
always granted list here. URLs
present in this list are never
analyzed and will be instantly
granted.

. (osorF [Z[E

h LJ»
A
) u
Filter Proxy Statistics Advanced

http://www.netop,.com

E.:.'.ADD URL | | DEL URL l

_\ Always grant list & Always block list /

Status)\URLs ACEtEGUHES PEP A Chat A Sensitivity A Setup 4 ACL

7 $5 00
" ( ( &I. 0$
i ., [oGoFF] ZICIE
® e
gelﬂp Netfilter B covecrs

Filter settings — .

Add and remove URLs in the A

always blocked list here. URLs -

present in this list are never B

analyzed and will be instantly Filter Prozy Statistics Advanced

blacked.

E.:.'.ADD URL | | DEL URL l

http://www.gambling.com

Always grant list

Always black list f

Status )\ LIRLs A Categories

PEP A Chat A Sensitivity A Setup 4 ACL
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( (& 03

$5 00

14 &" (:114% -
& && = $ $&
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14 0$5 '" 14 & NetOp°® Netfilter
' 0 414 $ ©
Filter settings
14 & & O ( & &" additinnal filter settings can be

applied from this category.

(:114 % -
= $'( $&' (

. [osoF ZIIE
N’ CONNECTE

Statistics Advanced

(&0

Filtered categories

Description for selected category

/" = $ %" (
= $ $&'0

Farnography

Wiolence and vulgar hurnour
( 00 0 Hate, racisrn and discrirination
[ 1llegal or dangerous activities
[] Copyright violations

@

ou have chosen to filter this
category.,

Pages that based on race, religion,
or sexual orientation advocate
discrimination against a group,
express hate toward a group,
encourage attacks on a group, or
present one group as being
superior to others.

| Status J URLs ) Categories /4 P2P J Chat j Sensitivity A Setup f ACL

)
)

$!6 0& " L g
&; 0 & "6 & /| $5 o
6 '$ (& ‘
6& O 0
> &' 00&' $* 0 '
(0 & 6 &$
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. 2 0 -
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Filter settings

additional filter settings can be
applied from this category.

Ll

Filter Proxy Statistics Advanced

Block//allow chat applications Application EXE  Match by substring [T
AOL Instant Messenger ES |
Browser/web chat

IC

A ———
[ mIRC32

[ ] MEN Messenger 4

[ MSN Messenger 5 Description
] MSN Messenger &

1 MSK Mescenner 7

Blocking 4 of12 % RULE + RULE
Status f URLs f Categories f P2P ) Chat f Sensitivity f Setup f ACL

window title Match by substring [T

(& $

" % &'( ) LE T
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Filter settings

adjust the filter's sensitivity with
regard to images and words,

S
N
)
Filter Prozy Statistics

LoGorr| (7] IE3

Advanced

I

Filter sensitivity

Low MNormal  High

Mote: A high sensitivity equals a more
aggressive analysis, but it may lead to
blocking harmless sites, With a low sensitivity,
a lighter analysis is performed which may
lead to approval of such sites.

Status A URLs 4 Categories A P2P

Chat

Sensitivity

NetOp® Netfilter
©

Filter settings

additional filter settings can be
applied from this category.

. [o6oFF [ZIE

Filter

Prary Statistics

1

Ardvanced

[¥ Enable MP3 detection

[~ Block all MP3 data
‘With blocking disabled, MP3 datais
merely logged provided that MP3
detection is ackive.

MetOp Metfilker can be setup to detect
MP3 transfers by binary analysis.
Therefore, the filter will carrectly detect
an MP3 file even if the file does not
have an ".MP3" extension.

Y General ) MP3 analysis f Large files j Filsname/ext's 4 Log setup [

Status A URLs A Categories j PZP

Chat

Sensitivity

Setup ,ﬂ ACL [

: 0Q

" &

5 #0 &

o(

& $

NetOp® Netfilter
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Filter settings

Additional filter settings can be
applied from this categary.

@ [LosoFF) [ZJE

Filter

Proxy Statistics

Advanced

1

[~ Disable filter completely

From this setup page, you can
set the NetOp Netfilter servers

NetOp® Netfilter
©

Filter settings

Additional filter settings can be
applied from this categary.

@ [LosoFF) [ZJE

Filter

Proxy Statistics

1

Advanced

[V Enable large file detection

Limiting transfers of large files may be

Gkt boshy it sehig activation status, Furthermore, 7 desireable if vour ISP charges For the
- .. you can make a backup of the [~ Block files larger than amount: of kraffic used. It is also
i.c SAVE... ¥ 2F n filter servers configuration to I—b possible ta only log large file
B T your local machine, Likewise, vou 5242580 bytes transfers, This will generate graphs in
can import a stored backup file to the traffic log, displaying all transfer
E-: » LOAD...I [ SETUP... ] the filter server, above your specified limit.,
General A MP3 analysis A Large files A Filename/ext's A Log setup General A MP3 analysis p Large files A Filename/ext's 4 Log setup
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Filter settings

Additional filter settings can be
applied from this categary.
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Filter settings

additional filter settings can be
applied from this category.

Filter

Prary Statistics
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only extension

Here you can add rules for
blocking file names by
exact or substring match
and file types by their
associated extensions,

[~ Block common streaming media types
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Filter settings

additional filter settings can be
applied from this category.

Filter Proxy Statistics Adwanced
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Server settings e — l
Setup the connection address to
the cache/proxy, and the filter s
server settings. =
Filter Proxy Statistics Advanced

Netfilter Server Netfilter Inet-access Proxy [~ (on/foff)
Server address P Port
wmware I I I
Admin Port  Filter Port Description
| s1es |
+ APPLY + APPLY

Mote: The filtering proxy will momentarily be inaccessible when changes are applied.
Changes are ignored if you do not press "apply”.
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